
What you Need to Know
About the Equifax Breach
Equifax, one of the nation's three
major credit reporting agencies,
recently made it public knowledge that
its data had been compromised as the
company suffered a massive breach,
potentially affecting about 143
million U.S. consumers (more than
half of all Americans over the age of
18). Between mid-May through July,
hackers gained access to consumer information, including names, Social Security
numbers, birthdates, addresses, driver's license numbers, credit card numbers,
dispute documents and other personal identifying data.

The cybersecurity incident was announced on September 7, 2017; however, Equifax
first gained knowledge of the hack on July 29. This puts a six week gap between
the initial discovery and the announcement to the public.

Equifax now faces numerous lawsuits, a huge stock price hit and several state and
federal investigations, not to mention the immense criticism and anger from
consumers all over the country. Its passive and lacking response has left Americans
outraged and distrustful, now wondering if there is even anything they can do to
protect their personal information. This particular breach also stings quite a bit
deeper because consumers do not make the decision to share their
information with Equifax; in reality, Equifax is a nationwide credit-reporting agency
that supplies consumer data to potential lenders without a consumer's approval or
consent. It is also among the worst ever because of the massive amount of people
affected and the sensitive type of information that was exposed.

So, what should you do
now?

 
Check your credit reports. Get
your free credit reports from
annualcreditreport.com. Check for
any accounts or charges you don't
recognize.

Monitor you existing accounts
closely. Review all credit card and

bank account statements regularly for any charges you don't recognize. If you
haven't done so already, enroll in eBanking here and then download the
Executive Mobile Banking app for Apple  here or for Android here. These
services are free to utilize and can be accessed anywhere with internet
connection to view transactions and manage your accounts, plus much more.

Consider placing a credit freeze. This could make it more difficult for
someone to open a new account in your name. Keep in mind, this means you
as well. Be ready to take a few extra steps the next time you apply for a credit
card, cell phone, etc. To place a freeze, contact each of the three credit

https://www.annualcreditreport.com/index.action
https://cibng.ibanking-services.com/cib/themes/cib_enroll/enroll/enroll.jsp?FIORG=709&FIFID=067008155
https://itunes.apple.com/us/app/executive-bank-mobile/id955436312?mt=8
https://bpb.opendns.com/b/https/play.google.com/store/apps/details?id=com.mfoundry.mb.android.mb_709


reporting companies directly. Equifax: 1-800-349-9960; Experian: 1-888-397-
3742; TransUnion: 1-888-909-8872

Consider placing a fraud alert. If you choose not to place a credit freeze, this
option allows creditors to obtain a copy of your credit report, as long as they
take additional steps to verify your identity. They may stop someone from
opening new accounts in your name, but they may not prevent the misuse of
your existing accounts. To place a fraud alert, contact each of the three credit
reporting companies directly. Equifax: 1-800-349-9960; Experian: 1-888-397-
3742; TransUnion: 1-888-909-8872

File your taxes early. Tax identity theft happens when someone uses your
Social Security number to get a tax refund or a job. As soon as you have the
information you need, submit and file your return, before any scammers get
the chance to.

For more information on how to prevent identity theft, download this
checklist from the Federal Trade Commission here.

At Executive National Bank, we are dedicated to providing our clients with the
necessary tools to protect themselves against fraud. Our team of
professionals commits to providing exceptional service, enhancing the
product mix, and improving technology to help us become the best business
bank in South Florida. Visit one of our branches today and see for yourself!

Consumers with additional questions for Equifax can visit online here or call the company's dedicated call center at
866-447-7559. The call center is open seven days a week from 7 a.m. to 1 a.m. Eastern time.
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